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Highlights

o = High throughput Ethernet

Fr 28 .. switch suitable for Top of Rack
; or large SD-Branch network

li
45
i

S = ! deployments
. = Compact 1 RU form factor
= 1GE, 2.5GE, 5GE, 10GE, 40GE,
= e and 100GE capable access
ports

: ] s Fixed 10GE copper port option

= 40GE or 100GE capable
uplinks with breakout support

Secure, Simple, Scalable Ethernet Solution for 2x50G, 4x25G, 4x10G, and
4x1G

FortiSwitch Data Center switches deliver a secure, simple, = FortiGate management

scalable Ethernet solution with outstanding throughput, through FortiLink, enabling the

resiliency, and scalability. Virtualization and cloud computing Security Fabric

have created dense high-bandwidth Ethernet networking = Stackable up to 300 switches

requirements. FortiSwitch Data Center switches meet these ;erdF?rtiGate depending on

ode

challenges by providing a high-performance 10 GE, 40 GE, or
100 GE capable switching platform, with a low total cost of
ownership. Ideal for Top of Rack server or firewall aggregation . o
applications, as well as SD-Branch network core deployments, . fvl:tipggt;stt';er:;’:?fjosr\c’vgfg'”g
these switches are purpose-built to meet the needs of today’s and cut-through forwarding
bandwidth-intensive environments. modes

= Dual hot-swappable power
supplies for redundancy

Security Fabric Integration Through FortiLink

The FortiSwitch Data Center Series supports FortiGate management Product 0fferin$s

- : : . : FortiSwitch FS-1024D
through FortiLink, extending the Fortinet Security Fabric to the C‘ £l ! )
Ethernet port level. This link allows the same policies configured o FS‘T‘IOME* s

and applied to FortiGate interfaces to be appliea to the FortiSwitch FS-1048E, F53032E J-} -_.?:

Ethernet ports, reducing complexity and decreasing management
cost. With network security and access layer functions enabled and managed
through a single console, centralized policy management, including role-based
access and control, are easy to implement and manage. Users or devices can be
authenticated against the same database and have the same security policy applied
regardless of how or where they connact 1o the network.

IR
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DEPLOYMENT

Deployment Overview
FortiSwitch is commonly managed and deployed through our FortiGate with FortiLink but can also be deployed and managed in
non-FortiGate environments.

FortiGate

FortiGate management is accomplished through Fortilink,
an innovative proprietary management protocol that allows
our FortiGate security appliance to seamlessly manage any

FortiSwitch. FortiLink enables the FortiSwitch to become a [+ o i h‘ o
logical extension of the FortiGate, integrating it directly into =2 B s om0
the Fortinet Security Fabric. | : bl | M
: Sl 7
Servers
and
Storage
FOuISChE are =) HA FortiGate Pair

Center Switches
J00GE FortiLink

A it I 1

—_— _u =
—— semermmmim 1 )
T

&) §$ — o
= 1T e £
1 MC-LAG

FortiSwitch
Secure Access
 Serles Switches

Non FortiGate R e
FortiSwitch can be managed without a FortiGate in a o
traditional stand-alone fashion with a native GUI and : s S

CLl interface. FortiSwitch Manager offers stacking and 3 - B e
management at
scale with a network
design similar to a

FortiGate-managed Servers
- n
deployment. This . Storage

design supports up to
2500 FortiSwitches
but offers no traffic
inspection or Security
Fabric integration.
Lastly, RESTful API's
offer additional
configuration and
management tools. FortiSwitch

Secure Access
. Series Switches

FortiSwitch Data
Center Switches

<
|
|
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HARDWARE
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HARDWARE

o ﬁﬁﬁﬁiﬁgiﬁ-ﬂ

LN l..'....l. es o8 ....._.‘“l. oo o0 066 069 00 o

FortiSwitch 1048E — front

_—
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DATA SHEET | FortiSwitch™ Data Center Series

FEATURES

Management and Configuration
Auto Discovery of Multiple Switches

Automated Detection and Recommendatlons

F°”'L'“k.5.'.?_9555‘.9..‘.f‘.HF.‘?,'.’.‘.‘.e’.:.S..".".'.‘C.'.‘.,':!T‘_!‘.S’.....,..,,..___,..,..,..... eSO . SRS SELD =t =
IGMP S 'ng i . . J—

L3 Rounng and S ervi - -

Link Aggregation onfiguration % ; . i : Y‘?.?....... .. —
LLDPIMED B — i _UQI ............ B

Number of Managed Swltches per Forthate
Yes (FomGate]

Pollcy Based Routmg

Provision ﬂrmware upen authwizalton - Yes

Software Upgra_d_e (_)_f Switches Yes

SPANDINGNIBR. i i e s E

SwionPOEComtol _ e

Vrwalbomain s Ao ves (Foudaiel

Health Monitoring . I Yes .

Security and Visibility

8021 Authentication (Port-based, MAC-Based, MAB) L T e . U .. M PPy Ao e e

Block Intra-VLAN Traffic ) . I B I Yas i

Device Delection . vy oessssrespopramessin: s S i e ... P ¥ e

DHCP,EN00RINg. . cwmmiimss A DO S ... : '. e e A T

FortiGuard loT |denl|f|cat|on I ) I o W Yes N

Fort|SW|tch recommendatlonsin Segﬂﬂt_x_[{ft_ing_ T ) (es I

Host Quarantineanwtsh Port _ . T8

Integrated Forthate Network Access Control (NAC) functlon B - '. . N oir Yes T B

MAC BlsckfWhielisting .. == YSRGS i
- - o’

twork Dewce Detectlon

Yes (FortiGate)

Pollcy Control of Users a

SW|tch Con!roller trafflc collector

Syslog Collectlon

Port Statistics

Clients Monitoring

UTM Features

Figwall e A e et .
ion Control, Botnell I . - Y
Quallty for Service Expllcn Congesllon Notlflcatlon b
High Availabllity
Active-Active Split LAG from FortiGate to FortiSwitches for Advanced Redundancy L i e e o S s eams s
LAG Support for FortiLink Connection . s e TSy
Support FortiLink Forthate |n HA Cluster ) ) D — Yes
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FEATURES

Layer 2
Auto Topology
Edge Port | Port Fasl

|EEE 802.‘|D MAC Br|dg|ngISTP
IEEE 80210 VLAN Tagglng -
|IEEE 802 1Qbb Prlomy based Flow Control

|EEE 802.1s Multiple Spanning Tree Protocol (MSTP)

JEEE 802.1w Rapid Spanning Tree Protocol (RSTP}

|EEE 802.3 CSMA/CD Access Method and Physical Layer

Specifications

IEEE 802 3ab 1000Base T

IEEE 802 3ad L|nk Aggregatlon wnh LACP

IEEE 802. 3ae 10 Glgablt Ethernet

|EEE 802.3ba, 802.3bj, 802.3bm 40 and 100 Glgabn
Ethernet

IEEE 802 3bz Mu i
IEEE 802 3u ’IOOBase TX

|gab|t Ethernet

|EEE 802 3x Flow Control and Back pressure

|IEEE 802.32 1000Base- SX/LX

Ingress Pause Meterlng

Jumbo Frames Yes
LAG Min/Max Bundle Yes
Loop Guard \e%
MAC, [P, Ethertype based VLANs -\-res
PHY Forward Error Correction ro
Private VLAN S Yes
Rapid PVST lnteroperatlon Yes
Spanning Tree nstances (MSTPICST) s, T
Storrn Control : N o Yes
STP BPDU G ) Ye_s__
STP Root Guard . Yes
Umcasthultlcast trafflc balance over trunking port Yes
{dst-ip, dst-mac, src-dst-ip, src-dst-mac, src-ip, sre-mac)
VlrIuaI Wrre R . Yes
Ll Mapp'”g ves

Dynamlcally shared packet buffers

Yes Yas
Yes Yes
vs *ds-“.
e Jos
ves Yes
ves es
Yes Yes
Ves Yga‘ _
Yes Yes B
Yes Yes
ves Yes
. Qesl'. . Yes
Yes Yes
Yes Ye;

YES e - ani- “uen
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FEATURES

Layer 3

DHCP Relay
DHCP Server

IGMP Proxy / Querler

IGMP Snooplng

P Confllcl Detectlon and Notlflcatlon

IPv6 Route Fllterlng

L3 Host Entrles

MLDProxy/Querler Yes Yes VYes , . Yes

MLD Snooplng Yes Yes Yes )
PitA-SEM

Mul!lcast Protocols‘ PIM-SS8k PItM-SSM

Multlcast Route Entrles‘ 4K 6% Bk

Yes Yes Yes C

Pollcy-based Routmg

Route Enmes (IPv4IIPv6) Bk 24k{12k ISMB_fr
Yes

Statlc Routlng (Hardware hased) Yaog

Unicast Reverse Path Forwardlng (uRPF) ¥as es ‘res

VRF* ) Yas Yes Yes ) - Yes
VXLAN Nu Yes Yes

Security and Visibillty
ACL Yes, 2K entries Yes, 3K Yes, 4K entries Yes, 1K emrigs

Yes

ACL Multiple Ingress

ACL Multistage
ACL Schedule

FIPS 140-2 (Ievel 2) support No

Fiow Export {NetFlow and IPFIX] Yas Yes
|EEE 802 1ab LLDP MED ] Yes Yes Yes o

IEEE 802 1X Authentlcatlon MAC based Yes Yes Yes
Yes

IEEE 802.1ab Link Layer Discovery Protocol (LLDP) Yes Yes ! A

|EEE 802.1X Authentication Port- based Yes Yes

lEEE 802.1X Dynamic VLAN Assignment Yes Yes

IEEE 302 1)( EAP Pass-Through Yes
) IEEE 802 1)( Gues! and Fallback VLAN Yes

Yes

Yes Yes

|EEE 802.1X MAC Access Bypass (MAB) Yes Yes

IE_EE_B_QZ‘IX Open Auth Yes Yes ) Yes > N

IP Source Guard Yes

IPv6 RA Guard Yee

MAC-IP Blndlng ) ) ) . — Yes
LorHMinong. e - es
RADIUS Accounting —_ jies
RADIUS CoA . I : ) Yes
StokgMAC e
..‘ﬁ’.‘?‘.‘fﬁ.‘?.’.‘._':’*,“ o ; | R ../

-« Requires ‘Advanced Fealures' License




DATA SHEET | FortiSwitch™ Data Center Series

FEATURES

High Availability

Multi-Chassis Link Aggregation (MCLAG) Yes
Multi-Stage Load Balancing Yo
Quality of Service

Egress Priority Ta

Expllcnt Congestlon Notlflcat

Percentage Rate Control Yes
Management
Automatlon Stltches " e Y es
| Dlsplay Average Bandwidth and AIIow Sortlng on Yés I
Yes,
HTTP / HTTPS | YeIS_

va4 and IPv6 Managemen\

Llnk Monltor

Managed frcm Forthate

RMON Group 1

SNMP v1lv2c/v3

S°ffw.?f_¢_99%.'9?.?(99'_9@:TETP/FTP/GUi | ves
SPAN, RSPAN.and ERSPAEIM - Yes
Standard CLI and web GUI |nterface -\-(.e_s
Support for HTTP REST APIs for Conf.lguranon and Yes

Yes Yes Yes

Yes Yes Yes
Yes Yes

Yeg Yes

Yes ‘res s

Yes Yes Yes
Yes Yes Yes
Yes Yes
Yes Yes
Yes Yes Yes
Yes Yes Yas

e
s
...... =
Yes Yes

Syslog UDP/TCP Yes fes . A
System Alias Command Ye”SI Yds Yes T
...S.V.S..‘.‘?T.T.‘?.".'??f’t,'f?_'{'f..a,“_d.ﬂ'f.’.'. .................. es, - - Jes
Télnet ! éSH IIIII Yes ) Yes Yes Yes
Services
IEEE 1588 PTP (Transparent Clock) _ No L Yes ofes

‘J% A B

I 5 Eai v

-
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RFC COMPLIANCE

RFC and MIB Support* REC and MIB Support®
BFC IP Multicast |

RFC 4605 Internel Groy
MLD}-Based Mullicas

up v

REC 2484 Transmission of IPyB Packets over Ethernet Networks: Transmission of IPv8
Packets cvar Ethemel Netwotks

RFC 4442 l-wternel Control Messc:ge Prol"col (lO/IP ¥6) for the Inlerne Pro(ncol
versior 6 (IPv6) Specification

Rt /70.) AULONUMOUS bys;en Mmalnn Mecnanisms and Tne»r D!ecls on the BGP
AS_ _PATH Attr.nute

RFC 6724: Defaull Address Selection for Irtelnu_,_l__l_?_rotoc_g[ Y?'.S.‘,c_’_'?..s. (Io _________________
RFC 7113: IPvE RA Guard

RFC 8200: Inlernet Prolcr:ui \-'e::.mnﬁ{!pcﬁl SPREHICANON .o ey
_..R.F_%..E??F?ln??..h. MTU Discovery for IP version 6 i

RFC 5308: Routing [Pv6 wilh IS-1S
MB
RF(_‘__1_213 VIB II parls lna( apply 1o forl|Sw|lcn 100
_V_RFC‘I ¥54. 1P Forwaiding Table MB
Bridge MiB

ENMP MIB I

RFC 7039 Sourre Address \/ahd?lncr‘ Imprm ) “mrzpc 1813 Ethernel- ||ke i;nerréce MlB

RFE 5227 IPM Audress Cor\fl fad DP[E‘L[IOI’)

RFC 5517 Cisco Systems Private VLANS: SCa|a|"|e Secum; Ina ML_HI Client
Environment

SBICH SDEXSUS SAL

NG

1002716

= RFC and MIB supported by ForuSwitch Operat ng System. Check feature matr:x in administration guige for macel specific support
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RFC COMPLIANCE

RFC and MIB Support*

HIB
PF(‘ 1774 F\lPV? MIB ) L
RFC 1850 OSJF Versmn 2 Man ement |rrormanon Base
RFC 2233: Tne Interfaces Group MIB us'ng SMiv2
RFC 2818 Raa _13_—A_uth-(?||en!—rv1_la
RFC 2620 Ramus—Acc-Chenl—MlB

RFC 2674 Delintions cf Manageo O Jecu fer Br: dges wuh Trafhc Classes Multcast
Fil'ering and Virtual LAN extensions

RFC 2787 D
RI-C 2619 Remole Nelwon

RFC 2932 {Pv4 r\/ulllcasl Routing dIB
RFC 2934 Prox

:ol lndepenjen\ Mutticast MIB fol IPv4

RFC 3321 “ower :lhemel MIB

RFC 6533% Entity MIB [Version 4)
OSFF

RrC 1583 OSPF version 2

RFC I_?_GS_: OSPF Daabase _O_\{er_flcw

OTHER

RADIUS

L

RFC and MIB Support*

RFF‘ r"’0 SN

RFC .s1 76 InMon Cnrpc{atlon ssFlow A N‘et"laa fur Monlwrmq Tralhc N Smtcheu ancl
i _Routed Nelworks oot

RFC 3768 “'RRP

el xpor( Vermon 9

RF(, 5101 qpecnfl‘,auon ol the IP F|0N Informalion Export (IPFIX) P'olocol [Jr lbe
Excharge. c! Flow Inforimation

RFC 288 amin Authenncalion  Using RA_D_I;§ s

DIUS Accounting

Q Atmbutes lor \/|r1 aI LAN af\d Prionity Support

RFC 5176 D/namlc Aulhonzalion Exlensions to Remote Authentication Dlal lr Usnr
Service (RAI us)

) RIPng for IDVG
RIP-7 MDS Authenl:calion

- le\‘ detnieamdaad
RFC 1822 RIPv? Cryptographic -'\Jl 1Lnl|(,al|0'1

RFC 5340 OSPF ror IPvS (OSPF\3) . D
RFC 5709 QSPFv2 HMA(, SHA Crx plograoruc Au nenucauon
RFC 6549 OSPFy2 Multi-Instance Extensions —

RFC 6845 OSPF Hybnd Broadcast and Pol
RFC 686C Hiding Transit- -Only Networks

"‘?..’.".‘.‘!!T'P.?.'.”.! !(‘.F‘?.Ff:‘.c.? T) '?,e,
05. . L

RF(, 7474 Security. Extension for: OS;PFVZ When Usmq Manual Ke/ Nar\ ager

RFC 7J0" OSPF for IPVG .

RIFC R04Z CCITT Dra[l R%ommendanor\ [ 4 o

RHC 8367 OSPHY3 Link °la‘9 Advertisement ’l %A) E

l_ensmilily )

100275
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SPECIFICATIONS -

Hardware Specifications

Total Network Interfaces

10/100/1000 Service Ports

Form Factor

System Specifications

Switching Capacity (Duplex)

Packets Per Second {Duplex

Mac Address Storage

Networ_k Latency

VLANs Supported

|Pv4/|Pv6 Routing

Link Aggregation Group Size

Total Link Aggregation Groups

Queues/Port )

Packet Buffers
DRAM
NAND

Dimensions

Height x Depth x Width (inches}
Height x Depth x Width (mm)

Weight
Environment

Power Reqmred

Power Consumptlon (Mammum)

Power Supply

Humiditmr
Air F!ow

Nmse Level

Mean Time Between Fanures

Certiflcation and Compliance

Warranty

Fortinet Warranty

+ Foruinat Warranly Policy: nilp

24x GE/0 GE SFP+ corts

1 t

2 T

1 RU Rack Mount 1 RU Rack Mount

24% GE/10GE SFP+ polls and
2>< AOGE : “00GE QSFP+/ QSFP28 ports.

24% 1G/2.5G/5G{10GBASE-T poits and
2% AOGE / ‘lOOGE OSFP /OSFPZQ oo'ts

1
1 4
1 RU Rack Maunt

L .1 S — BOCYE 580 Gups
________ L ). —
e T
________ < 20ons T
4K . B 4k )
A -4

Up lo 74

ploZd

Up 10 '2d

......... Up to nLrnber of por(s o Up to_[ig_mner Qf_p_orts : Up tu nunmer_q'_p_o”?
— 8 i
ave LBME
____________
32 MB 32 MB . N
171 % 1811 x 1726 ) 171X1H1“>‘17?‘? 171x18'|1><‘746
) 435X400x4485l S 435X460X438‘3 435*46())(4385 o
1762 Ibs (8 kg) 14,5 1bs (6 58 kq) 14.4 Ibs {6 54 kg)
= 100—240/AC‘ 5_9_—60_Hz _______ 1:00—24_(?V “_100—240‘\/ AC, 50—60_HZ___
"_\;I_;.)"l:_M_(?_Y\E"I - aZew o 128w . o
ot ot swapabis G T L PO
3b9 8/ B U/h ) ) ) 59913 BTU/h 436 48 BTU/h .

32“—104 F \O" 40°C)

?2“—104 F (0“—40"0)

32"-104 F (0" 0"")

-13°-158°F (-25°-70°C) -13°-158°F (-25°-70°C)

10%-90% RH non-condensing

Front to back Front to back

10%~-90% R non-condensing

532 dBA

> 10 years

56 dBA

FCC. CE, RZM, VCCI, BSMI, UL, CB, ROHS2

Linuted | tetune?

Sewonlord net.comddoc legal/EULA pdt

100236

warrantly on all models
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SPECIFICATIONS e

Hardware Specifications

48x GE/10 GE SFP~ porls 21 32x 40 GE 1 100 GE QSFP+ [ QSFPZ8 ports
Bx 40 GE QSFP+ ports or
Ax 100 GE QSFP26 poits

Total Network Interfaces

10/100/1000 Service Ports 1 1
RJ-45 Serial Console Port 1 i
Form Factor 1 RU Rack Meunt 1 RU Rack Mount

System Specifications

Swiltching Capacity (uplex) ™ .. | 1760 Cops . 8400 508

Packets Per Second (Duplex) 64 bytes - o 1518 -r\l/;pps e - -59-52 rv"ligps

.Macﬁqwgsflsteia-ge o e M“c e

Ne‘work—Lat?&cy » - ‘ o . | .,900,,5 . SR

VLA.NS sup,;(l;néd. i - At BT O TR S IK Casianpiiasbs s et asntas 4K
e A
Link Aggregatlon Group Slze . I ) o I Upto48 S l.le 10 num_u_e'r.of pgr’ls_ -

Total Link Aggregation Groups ) I o Qp 10 Hl-J-mber of ports . N Up to number of i.)orlsm_ =
I ; ; — oo 8 oy e ORRP T e . _——
Packet Buers - i v
e s oo
=1 it ; i % = ]28 e ) - N R s

Dimensions

Helgrt K Depttx Width linghesk oo e oo SN IONATEIE i |
i beéthx.v\!id.m”(mm). | vors ks | v ., 43)(460)(4385 M .0 - — ; 43 - qeo : 4335 -----
Weight - 1896 iio.sm(ABAGIkg) N o 19,34 lbs (8.77 kg) .
Environment

Power Required 100-240V AC, SO—GQ !-.'Z o 100-240Y AC, 50-60 Hz

Power Consumption (Maximum} i | 1918 7‘} | B .

POWEE SUBDY . i toisiuessyssasssss 537 o dode St pan st st D”a' gk Swappab'“ "C | T

.Hea.t g T PTEIIS SV .. _ . . — | . i) o o
QPéraii"_Q_Te'T‘P?’..af”..'.... i ) 32°‘”3°F (0-45°C) o 32°‘199:%E._‘.°°‘4°°C’ ......
Storage Tte-r;;-)_gr_z:!_t.grg_ o ) ¥ ‘4°—‘|58°F I3 70"-70°C‘I — -4°-158°F ( -20°-70° C) )

Humid:i:tx ‘ o .""_10% 90% RH nan- condensnng o S 10%—90% RH non- condensmg

AirFlow . Fro 0 2CK e Fronttopack
Noise Lovel spgeA e S5.98 |
Mean Time Between Failures > 16 years - > 10 years

Certification and Compliance
£5C. CE RCM. VCCI, BSMI, UL, CB, RoHSZ

Warranty
Fortinet Warranty 2

* Lull ine rate wiln minimum packet s:ze of 427 byles on FS-1048E and 250byles on FS-3032E

++ Egetinet Warranty Policy: hllp:www.fortnet.conr/dociegal EULA pdt

ame 12
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ORDER INFORMATION

Product SKU Description
FortiSwitch 1024D FS-10240 Layer 2/3 ForliGale swiich controller compatible swilch with 24x GE/10 GE SFP/SFP+ slots. Dual AT
power supplles
FortiSwitch 1024E FS-1024E Layer 2/3 FortiGate swizch contraller compatible swi itch willr 24 x GE/10GE SFP/SFP* slots and Z x 100GE
QSFP28 DUal AC power s oplies

For(ISwm:h T1024E Fg- T1024E Laye: 2{3 FeruGate swiich conuroller ..c»mpaut.le swichwitn 26 = 1Gi2 SG“GHOCBase-T sJots zmr.l 2 ¥
1COGE O°FP”8 Dual AC power sum pllec

FortiSwitch 1048E [S-1048E Laver 2/3 FortiGate switch contealio compallbIL swilch with 48x EI‘O GE SFP/SF P< slols and 6+ 40 GE
QS FP+ or 4» 100 GIZ QS P28 Dug | AC power Juppllos

FortiSwitch-3032E FS- ?032E Layer 2/3 For[lGate switch cmlroller campatible swilch with 37x 100 GE OSFP?B Dual AC power
sur‘phes

FortiLAN Cloud Management License FC-10-FSW30-628-02-DD Forl Swilch 1000 aenes ard Above FornLAN Cloud Management SKU Including Forticare 2-'1><7 Note,

FC-10-0030E-131-02-0D
FortiSwitchManager Subscription License FC1-10-SWhivM-258-01-D0 Subscuphnn Ilrense Icr 10 FariSwilch Units managed by ForliSwitcnManager YM
24%7 FornCate sup lar FSWM VM| included.

FortiGate Cloud Managem

Fcz 10 SWMVM 258-01-DD Subscription license for 100 FortiSwitch Units managed by Fcart:SwnchManager VM
.zdx? FortiCare support (for FSWM VM} mcluded

FC3-10-SWMVM-258-0%-DD Subscription license for 1000 FortiSwilch Units managed oy FornSwwlchManager VM
24x7 FortiCare support {{or FSWi ¥} included

Accessories

FortiSwitch Advanced Features License = W-LIC-1000 SW License for FS-lOOO Serses Sw.lches to acliva(e Advanced Features

FS SW- LIC 3000 SV\/ l icense fov FS-3000 Scnes ownches 1o acnvme Advanced Features i
AC Power Supply FS-PSU-460 Spare AC power supoly for FS-1048F/1024D
FS-PSU-80C Spare AC power supply for FS-3032%

= When marzsging a Faru$witch with g For: Gate vig ForuGate Cloud, na add hiorai l cense 1S necessary

For delalls of Transceiver mogdules, see the Fortingt Transceivers datashees.

www.fortinet.com
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