Propuesta de Equipos Tecnoldgicos

PROPUESTA DE EQUIPOS INFORMATICOS

item 1 75 SWITCH FORTIGATE FG-60F

Para este item, estamos ofreciendo el router FortiGate 60F incluyendo su licenciamiento

por afio con Hardware Plus forticare 24/7 y FortiGuard Unified Protection (UTM)

El FortiGate 60F es un firewall de préxima generacién que ofrece un rendimiento de 10

Gbps en cortafuegos, 1.4 Gbps en IPS y 700 Mbps en proteccion contra amenazas. Sus

ventajas incluyen integracion de SD-WAN, administracion centralizada, y un disefio

compacto sin ventilador, ideal para pequefias y medianas empresas. Especificaciones

Técnicas del FortiGate 60F

Tipo de dispositive: Firewall de proxima generacion (N GFW)
Puertos:

10 puertos GE RJ45 (7 internos, 2 WAN, 1 DMZ)
Rendimiento:

e Velocidad de firewall: hasta 3.5 Gbps

e Rendimiento de IPS: hasta 1.4 Gbps

e Rendimiento de NGFW: hasta 700 Mbps
Almacenamiento:

e Variantes con almacenamiento interno de 128 GB SSD
Servicios de seguridad:

o Integracién de FortiGuard para proteccién avanzada

Ventajas del FortiGate 60F

Seguridad avanzada: Proteccion contra amenazas en constante evolucién mediante

servicios de seguridad integrados.
SD-WAN integrado: Mejora la eficiencia y simp / ica la arquitectﬁi"a Je red.
Gestién centralizada: Facilita la administracigy

Unica plataforma.
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o Rendimiento optimizade: Procesadores SoC patentados que garantizan un alto
rendimiento sin comprometer la seguridad.
« Flexibilidad de implementacién: Variantes disponibles con y sin conectividad

WiFi, adaptandose a diferentes necesidades empresariales.
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Certificate of Authorized Reseller

Date: 10/02/2025

Junta Central Electoral

Av. 27 de Febrero esquina Av. Luperén, Santo Domingo Oeste, Provincia Santo Domingo
Convocatoria / Bases del Concurso

Comparacion de Precios Ref.: JCE-CCC-CP-2025-0004

Fortinet, Inc. (hereinafter “Fortinet”) is a US public company, domiciled at 909 Kifer Road Sunnyvale, California
94086, United States, which is especially dedicated to the design and manufacture of network security components and
devices and operates through a channel of independent distributors and resellers (referred to as "FortiPartner/s"). For
more details about the company you can visit:_http://www fortinet.com.

Fortinet hereby confirms that Sinergit, S.A., having its registered place of business at: Sinergit, S.A. Torre Cristal, 4to.
Piso, Avenida Tiradentes esq. Carlos Sanchez, Naco, Santo Domingo, 000000, Dominican Republic, as of date of this
letter is an authorized FortiPartner to sell Fortinet products with the following designations and solely in the following
territory:

® [ evel of Engagement: Advocate
® Business Model: Integrator
® Territory: DO

Provided the FortiPartner identified above has purchased applicable support services from Fortinet and the applicable
support services have been effectively registered and contracted with Fortinet, Fortinet agrees and undertakes that
Fortinet would provide support for the applicable Fortinet products according to the terms of the support
agreement,available at https:/support.fortinet.com. Fortinet Products are shipped subject to the terms of its then-current
End User License Agreement, available at http://www_fortinet.com/doc/legal/EULA .pdf, which sets forth Fortinet's
warranty.

This certificate is subject to the FortiPartner maintaining its FortiPartner Agreement and strictly adhering to Fortinet’s
FortiPartner guidelines. Fortinet’s partner program and its guidelines are available for review at
http://www.fortinet.com/partners/partner_program/fpp.html. Not withstanding anything to the contrary herein,
authorized FortiPartners do not represent Fortinet and can not make statements that are binding on behalf of Fortinet.

Please note that this Certificate of Authorized Reseller shall not be used for U.S. State or U.S. local government entity
(SLED) opportunities. Please contact your Fortinet representative if a SLED opportunity is sought.

_‘(,Ii'dh'-f..;'l_h\ Ruiz
" VP of Legal and Campliance Americas

notwithstanding onything to the contrary: (1) Fortinet, Ine.'s (Fortinel) obbgations related 1o product specifications, licenses, support, b i v @y ol are: {a) invalid for products
{hal hava baan tampared with or modifiad by third parfies and (b) subject in all respects to Fortinel's slandard processes, policies and lerms, which Falinet may changa al aey ime in its sole and absokite discration; (2} Fortinet reserves the
right o medity technical and rondmap plans and release dates ot any tima in Fortinel’s sole and absolule discration; (3) Forinet disclab ponsi for speding. g I, lyping, o prinling emors; (4) this document is for
infarmational purposes only. is not a legally-binding instrument and is not intended 1o, and doas not. create any, contraclual obligation of warmanty by Fortinet or right o promissory estoppel or right 1o rely on the statements herein
(5¥stalomants herein about preduct parformance and features may be contaxtual, for example based on testing in a particular envitenment such as in a laboratory anvitenmanl, dnd may not be accurate in all contexts such as in a v
enviranmant; (6) the signer of this document is basing any stalements herein on their knowledge l the time of sighing without any obligat h o the and miy be relying in full on the review by, and input
frem, othars; (7) products and sorvices are not offered for free and rights are only granted subject to payment in full to Fortinot and its distibutors and resellers, ofl sales o final, and Fortine! policies and terms and conddions, such as
Fortinel's standard EULA and support tarms, apply, some of which are jocated at hitps:fwww fodinet P fegal il and,{8) Fertinet has no cbligation whatsoever to update, and does not Iintend to update, stalements
herein, aven if, for example, the signer l2ams the statements are in fact untrue or plans change.

Fortinet Inc.; 909 Kifer Road, Sunnyvale, CA 94086 USA www.fortinet.com
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The FortiGate B0F series offers an excellent Security and SD-WAN solution in a compact fanless
desktop form factor for enterprise branch offices and mid-sized businesses. Protect against cyber threats
with industry-leading secure SD-WAN in a simple, affordable and easy to deploy solution.

Security Networking
= |dentifies thousands of applications inside network traffic for » Best of Breed SD-WAN capabilities to enable application steering
deep inspection and granular policy enforcement using WAN path control for high quality of experience
= Protects against malware, exploits, and malicious websites in = Delivers advanced networking capabilities, high-performance,
both encrypted and non-encrypted traffic and scalable IPsec VPN capabilities
= Prevent and detect against known and unknown attacks using
continuous threat intelligence from Al powered FortiGuard Labs Management
security services = Includes Management Console that's effective, simple to use,
and provides comprehensive network automation & visibility.
Performance = Provides Zero Touch Integration with Security Fabric’s Single
= Delivers industry’s best threat protection performance and Pane of Glass Management
ultra-low latency using purpose-built security processor (SPU) « Predefined compliance checklist analyzes the deployment and
technology highlights best practices to improve overall security posture
= Provides industry-leading performance and protection for SSL
encrypted traffic Security Fabric
= Enables Fortinet and Fabric-ready a_r_tn_e_r_@' products to provide
Certification broader visibility, detection, threat
= [ndependently tested and validated best security effectiveness intelligence sharing and al f
and performance = Automatically builds Ngtwo [ izgdions which
« Received unparalleled third-party certifications from NSS Labs, discover loT devices al 'n Ql e isibility\nto Fortinet
ICSA, Virus Bulletin and AV Comparatives and Fabric-ready partn rgr o T2 5-

Threat Protection Interfaces

Firewall

10 Gbps 1.4 Gbps 1 Gbps 700 Mbps Multiple GE RJ45 | Variants with internal stoFage

Refer to specification table for details K
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Deployment

»: Unified Threat Management
(UTM)

* Integrated wired and wireless networking to simplify IT

= Purpose-built hardware for industry best performance with easy
administration through cloud management

= Provides consolidated security and networking for small

businesses and consistently provides top-rated threat protection

Proactively blocks newly discovered sophisticated attacks in

real-time with advanced threat protection
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n Office 365 FortlGate Cloud
 Cloud Device Management
= Cloud Analytles-|
&a Security and Log Management
Q& » Cloud Sandboxing Q
~
A Azure ”
”
aws
~— (}r &
P o . o] =
. SMALL
FortiGate ¥ s OFFICE
Ut

-
FortiClient
Endpoint Protection

FortiGate 60F deployment in Small Office
(UTM)

) Secure
* SD-WAN

Secure direct Internet access for Cloud Applications for
improved latency and reduce WAN cost spending
High-performance and cost-effective threat protection
capabilities

WAN Path Controller and Link Health Monitoring for better
application performance and quality of experience

Security Processer powered industry's best IPsec VPN and SSL

Inspection performance
Simplified Management and Zero Touch deployment

FortiManager

&Mg[e Pane-of-Gliaes
: gement
h\’f FortiSwitch
n ‘\Q :eli‘ur: Access
HY FortAP e

BRANCH

FortiDeploy Secure Accass
(via FortiGate Cloud)
Zero-touch

Bulk Provisloning

0] Office 365 Secure SD-WAN
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Hardware
FortiGate 60F/61F
FERTINET.
Il FortiGate 60F a8 BT o owen e
o EEEEEEEES Buo
EEE EEEEEEEEE @
- en ob en = & @ @ o = - e G OB D ED OB GD @D = & i
P ————— W - e o) G G G GD G D @ &
® ‘ 1=
+e : 3 E - E
FEST Doe1zv USB CONSOLE WANZ  WAN1  DMZ B—oo—A 5 4 3 2 1 m
Interfaces
1. .USBPort 4. IxGERJASDMZPort
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3. 2x GE RJ45 WAN Ports

Powered by Purpose-built
Secure SD-WAN ASIC SOC4

Combines a RISC-based CPU with
Fortinet's proprietary Security Processing
Unit (SPU) content and network processors for
unmatched performance

Delivers industry’s fastest application identification and
steering for efficient business operations

Accelerates IPsec VPN performance for best user
experience on direct internet access

Enables best of breed NGFW Security and Deep SSL
Inspection with high performance

Extends security to access layer to enable SD-Branch
transformation with accelerated and integrated switch
and access point connectivity

F::RTINET

5. 2x GE RJ45 FortiLink Ports
6. 5x GE RJ45 Internal Ports

3G/4G WAN Connectivity

The FortiGate 60F Series includes a USB port that allows you to plug
in a compatible third-party 3G/4G USB modem, providing additional
WAN connectivity or a redundant link for maximum reliability.

Compact and Reliable Form Factor

Designed for small environments, you can place it on a desktop or
wall-mount it. It is small, lightweight yet highly reliable with superior
MTBF {Mean Time Between Failure), minimizing the chance of a
network disruption.

Extends Security to Access Layer with FortiLink
Ports

FortiLink protocol enables you to converge security and the network
iGate as a logical
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Fortinet Security Fabric

Security Fabric

The Security Fabric delivers broad visibility, integrated Al-driven
breach prevention, and automated operations, orchestration, and
response across all Fortinet and its ecosystem deployments. It
allows security to dynamically expand and adapt as more and
more workloads and data are added. Security seamlessly follows
and protects data, users, and applications as they move between
IoT, devices, and cloud environments throughout the network. All
this is ties together under a single pane of glass management for
significantly thereby delivering leading security capabilities across
your entire environment while also significantly reducing complexity.

FortiGates are the foundation of Security Fabric, expanding security
via visibility and control by tightly integrating with other Fortinet
security products and Fabric-Ready Partner solutions.

FortiOS

Control all security and networking capabilities across the entire
FortiGate platform with one intuitive operating system. Reduce
complexity, costs, and response time with a truly consolidated next-
generation security platform.
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Services
H ™
FortiGuard

Security Services

FortiGuard Labs offers real-time intelligence on the threat landscape,
delivering comprehensive security updates across the full range
of Fortinet's solutions. Comprised of security threat researchers,
engineers, and forensic specialists, the team collaborates with the
world's leading threat monitoring organizations and other network
and security vendors, as well as law enforcement agencies.

FortiCllant
FortiNAC

= A truly consolidated platform with a single 0OS and pane-of-
glass for all security and networking services across all FortiGate
platforms.

= Industry-leading protection: NSS Labs Recommended, VB100,
AV Comparatives, and ICSA validated security and performance.
Ability to leverage latest technologies such as deception-based
security.

= Control thousands of applications, block the latest exploits, and
filtter web traffic based on milions of real-time URL ratings in
addition to true TLS 1.3 support.

= Prevent, detect, and mitigate advanced attacks automatically
in minutes with integrated Al-driven breach prevention and
advanced threat protection.

» Improved user experience with innovative SD-WAN capabilities
and ability to detect, contain and isolate threats with Intent-based
Segmentation..

= Utilize SPU hardware acceleration to boost security capability
performance.

FortiCare™ ]
Support Servic 5‘;,?_
Our FortiCare customer suppo dvides gISb Jtechnical

support for all Fortinet product
Europe, Middle East, and Asia,
needs of enterprises of all sizes

For more information, p!

. Pags aetger to fortinet/ ¢rtiguard
and forti.net/forticare
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Specifications
FORTIGATE 60F FORTIGATE 61F FORTIGATE 60F FORTIGATE 61F
Hardware Specifications Dimensions
GE RJ45 WAN / DMZ Ports 2/1 _Height x Width Lengm (inches) 1.5x85x63
GE RJ45 Internal Ports 5 ength (mm) 38x216x 160
GE RJ45 FortiLink Ports 2  Weight 1.91bs 0.9%g) 190s 0.9ka)
GE RJ45PoE/+POTtS - Form Factor Desktop
 Wireless Inferface x Operating Environment and Certifications
_Ussports 1 Power Required 100-240V AC, 50-60 Hz
Console {RJ45) 1 (!Ex(ernal DC Power Adapter, 12 VDC)
Internal Storage - 1x 128 GB SSD ~ Maximum Current 115V AC/ 0.2A, 230V A(",_ / 0.1A
System Performance — Enterprise Traffic Mix Total Available PoE Power Budget* N/A A
(PS Throughput 2 1.4 Gops Power Consumption {Average / Maxirr_n_um) 17.0W/185W 17.2W/187W
NGFW Throughput 24 1 Gops Heat Dissipation 63.1 BTuhr 63.8 BTU/Mr
Threat Protection Throughput 25 700 Mbps Operating Temperature 32-104°F (0-40°C)
Perf Storage Temperalure -31-158°F {-35-70°C)
Systemn Eoriormance Humidity 10-90% non-condensing
Firewall Throughput 10/10/6 Gbps oo Level Fanjess 0 dBA
(1518 /512 / 64 byte UDP packets) st KL
Flrewall Laten(_:y (.6 4 byte UDP packets) 4 Operat.mg Altitude _pp to 7,400 ft {2,250 m) _
Firewall Throughput (Packets Per Second) 9 Mpps . Gompliance FCC Part 15 Class B, C-Tick, VCCI, CE, UL/GUL, CB
- 700,000 Certifications ICSA Labs: Firewall, IPsec, IPS, Antivirus, SSL-VPN
35,000 * Maimum loading on each PoE/+ port is 30 W (802,3al)
5,000
bxt_g) i 6.5 Ghps
VPN Tunnels 200
Client-to-Gateway IPsec VPN Tunnels 500
SSL-VPN Through_th_" 900 Mbps
Concurrent SSL-VPN Users 200
- (_Becommended Maximum, Tunnei Mode)
SSL Inspection Throughput 750 Mbps
(IPS, avg. HTTPS) 3
_ SSLinspection CPS (PS, avg. HITPS)? 400
SSL Inspection Concurrent Session 55,000
RS MG HT TP T e
) A_pplication Contr_t_)! Throughput_(HﬂP B4K) ? 1.8 Ghps i
CAPWAP Throughput (HTTP 64K) i56bps
Virtual Domains {Default / Maximum) /0
___Iyl_e_l_)gi_r]]‘l!fr_ll_l\‘ll_.l'mber of FortiSwitches Supported 16 .
Maximum Number of FortiAPs 30/10
(Total / Tgﬂnel Mode)
MammumNumber of FortiTokens 500
200

Maximum Number of Registered FortiClients

High Availa.bility Configurations

Note: All performance values are “up to” and vary depending on system configuration.

1. IPsec VPN performance test uses AES256-SHA256,

2. IPS (Enterprise Mix), Application Control, NGFW and Threat Protection are measured with Logging enabled.
3. SSL Inspection performance values use an average of HTTPS sessions of different cipher suites.

SEATINET

4, NGFW performance Is measured with Firewall, IPS and Application Contral enabled.
5. Threat Protection performance is measured with Firewall, [PS, Application Control and Malware

Protection enabled.
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Order Information

Product SKU Description
FomGate 60F FG-60F 10% GE RJ45 ports (including 7x Internal ports, 2x WAN ports, 1x OMZ port). Maximum managed F()I'lIAPS (Tolal /Tunne) 30/10.
FomGate 61F FG-61F 10x GE RJ45 ports {including 7x Internal ports, 2x WAN ports, 1x DMZ port), 128 GB SSD onboard storage. Maximum managed ForliAPs (Total / Tunnel) 30 / 10.
Bundles
} 360 Enterprise Threat
FortiGuard  Bundies Protection Protection L Protection
Bundle FortiCare ASE! 2457 2437 24x7
FortiGuard Labs delivers a horiGuargp Sontd] Serwce t = 5 5
number of security intefigence  FortiGuard IPS Service » J . J
- L] - L]

services to augment the
FortiGate firewall platform.
You can easily optimize the
protection capabilities of your
FortiGate with one of these
FortiGuard Bundles.

FortiGuard Advanced Malware Protection (AMP) — Antivirus, Mnblle Malware,
Botnet, CDR, Virus Outbreak Protection and FortiSandbox Cloud Service

FortiGuard Antispam Service

T Forthuard Security Ratmg Serwce

FomGuald Industnal Servn:e

; FomCASB Saas-only Serwce

FortiConverter Service

SD -WAN Cloud Assisted Monitoring 2
ay Controller VPN Service ?

yzer Cloud 2

FortiManager Cloud d
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1, 24x7 plus Advanced Services Ticket Handling
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