No. EXPEDIENTE
JCE-CCC-CP-2023-0033

8/21/2023
JUNTA CENTRAL ELECTORAL
FICHA TECNICA
Calle Gaspar Polanco #45, Bella Vista, Santo Domingc, R.D.
Tel.: 809-255-2000 / RNC: 131189522 / RPE 45461
Correo: jvillanueva@itcorp.do
NOMBRE DEL OFERENTE: Itcorp Gongloss SRL
Descripcion: Adquisicion de Switches
=y . . Unidad de .
item No. Descripcion del Bien, Servicio u Obra . Cantidad
medida
1 FortiSwitch-124F-FPOE L2+ managed POE switch unidad 10
24 puertos
24x GE RJ45 and 4x 10GE SFP+/ 1 RU Rack Mount
1 RJ-45 Serial Console Port / puerto serial de consola
L2+ managed POE switch with 24GE + 4SFP+, 24port POE with max 370W limit and
smart fan v
Numero de parte: FS-124F-FPOE
Incluye:
FortiSwitch-124F-FPOE 3 afios FortiCare Contract / FC-10-S124F-247-02-36
2 Fortigate FG-60F- unidad 20
2 x puertos GE RJ45 WAN
10x GE RJ45 ports (including 7x Internal ports, 2x WAN ports, 1x DMZ port)
5 x GE RJ45 Puertos Internos
FortiGate-60F Hardware plus 3 Year 24x7 FortiCare and FortiGuard Unified Threat
Protection (UTP)

Tiempo de Entrega: 30 dias luego de la firma y certificacion del contrato y concretado el 20% de anticipo

Validez de la Oferta: 60 dias

Condicion de Pago: Crédito 30 dias luego recepcion conforme

Ruddy Gonzalez en calidad de Gerente debidamente autorizado para actuar en nombre y representacion de Itcorp Gongloss, SRL.

le 'E&-w‘ﬂanyeva»f Consu.ftor\\De Ventas
T: 809-255-2000 Ext: 105
www.itcorp.do /villanueva @itcorp.do
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Certificado de Revendedor Autorizado

Fecha: 28 de diciembre de 2023

Fortinet, Inc. ("Fortinet") opera a través de un canal de distribuidores y revendedores independientes. A la vista de ello,
Fortinet confirma por la presente que:

ITCORP GONGLOSS SRL

con domicilio social en: CALLE JOSE ANDRES AYBAR 148, LA ESPERILLA, SANTO DOMINGO, 10107,
DOMINICAN REPUBLIC;

es actualmente un revendedor (FortiPartner) autorizado para vender productos y servicios de Fortinet en DO conforme
a las siguientes designaciones:

® Nivel de contrato: Select
® Modelo de negocio: Integrator

Este certificado se emite en la fecha sefialada arriba y es valido por un periodo de 180 dias a partir de dicha fecha.

Siempre y cuando el FortiPartner identificado anteriormente haya adquirido servicios de soporte,, y estos hayan sido,
efectivamente, registrados y contratados con Fortinet, Fortinet se compromete a proporcionar dicho servicio de soporte
para los productos aplicables de conformidad con los términos del contrato de soporte de Fortinet disponibles en la
direcci6n:https:/support.fortinet.com. . Los productos de Fortinet son distribuidos de conformidad con los términos y la
garantia de Fortinet establecidos en el acuerdo de licencia de usuario final (End User License Agreement) disponible en

la direccién: http://www.fortinet.com/doc/legal/EULA .pdf.

La validez de este Certificado se encuentra sujeta a que el FortiPartner mantenga su contrato vigente con Fortinet y que
éste cumpla las politicas y directrices de Fortinet. El programa de partners de Fortinet y sus directrices estin

disponibles en http://www.fortinet.com/partners/partner_program/fpp.html. Sin perjuicio de lo anterior, los FortiPartner
no representan a Fortinet y, por consiguiente, no estan autorizados a emitir declaraciones vinculantes por o para

Fortinet.

j_;'r—cfnz'alo Ruiz
VP of Legal and Compliancc Americas

FORTINET, INC. Telephone: +1-866-868-3678
899 Kifer Road Email: sales@fortinet.com
Sunnyvale, CA 94086 Website: www.fortinet.com

Fortinet Inc., 899 Kifer Road, Sunnyvale, CA 94086, USA



Calle Gaspar Polanco 45, Bella Vista, Santo Domingo, R.D.
Tel.: 809-255-2000, www.itcorp.do
RNC: 1-31-18952-2

30 de Enero de 2024
Santo Domingo, Rep. Dom.

Seiiores: Junta Central Electoral
Compras y Contrataciones
Ciudad.

Por medio de la siguiente, quien suscribe Itcorp Gongloss SRL RNC 131189522, indicamos que aceptamos la
condiciones de pago para el proceso JCEP-CCC-CP-2024-0002, de treinta (30) dias, luego de recibida la factura

conforme

e

Sin més a qué hacer referencia me despido de ustedes Atentamente,

Jessica
Telefono:809-255-2000 ext 105

www.itcorp.de / jvillanueva@itcorp.do
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Data Sheet

FortiSwitch™ Secure Access

Highlights

Standalone or Integrated
FortiLink deployment
option

Zero-touch deployment

On premise and cloud-
based management
options

Intuitive management
allows for ease of set up
for network access and
security

Easy-to-use network
access control (NAC) at
no cost

User- and device-based
access control and
policy enforcement

Secure access service
edge (SASE) support

Scalable and flexible
for branches or small
business

Up to 48 access ports
in a compact 1 RU form
factor

Power over Ethernet and
PoE+ support
Wire-speed switching
with up to 10GE uplinks

Security, Ease of Use, and Scalability

The FortiSwitch™ Access Family is tailored to meet the
unique demands of enterprise branch offices and small
businesses. An unparalleled combination of security, ease of
use, and scalability makes FortiSwitch™ the ideal choice for
Ethernet infrastructure.

Managing a remote enterprise branch or small business network can be a challenging task

due to various factors including a lack of visibility of connected devices, limited time and tools
for LAN management, and a shortage of skilled personnel. The FortiSwitch Secure Access

family seamlessly integrates Ethernet networking with advanced security featutesnaffectively
eliminating the silos that hinder day-to-day management. Feature-rich ag @ =
with a low total cost of ownership, FortiSwitch emerges as the optimayg
enterprise-branch and small-businesses Ethernet networks.
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Available in

Appliance

Secure Networking Through FortiLink

FortiLink is an innovative proprietary management protocol that enables seamless integration
and management between a FortiGate Next-Generation Firewall and the FortiSwitch Ethernet
switching platform. By using FortiLink, the FortiSwitch becomes a logical extension of the
FortiGate, allowing for centralized management of both network security and access layer
functions through a single interface.

Easy-to-use Network Access Control (NAC) at No Cost

FortiLink integration enables basic NAC functionality to profile and securely onboard devices
as they connect. FortiLink NAC offers visibility into all connected devices, automated
segmentation and security policies for loT devices, quarantine if compromised, and virtual
patching to help protect against threats.
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Built-in Ethernet Port Security

Traditional Ethernet port security demands manual effort and continuous maintenance, which
is impractical for IT administrators of remote branches or small business. Consequently,
Ethernet ports are frequently left unprotected. FortiSwitch access switching offers IT
administrators the ability secure ports ensuring only approved users and devices get access
to the network. The automation of port security without requiring 802.1x makes making policy
enforcement easy to implement and manage while NGFW-level policies ensure granular control
and zero-trust access for users and devices.

User- and Device-Based Access Control and Policy Enforcement O‘QGLOSS

ty identity

Whether leveraging Fortinet Identity Access Management (IAM) or thirg §
providers, FortiLink automation can leverage user identity to make gra
decisions, allowing you to implement zero-trust principles.

Secure Access Service Edge (SASE)
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Operational Simplicity
Deploying, managing, and perfecting an Ethernet switching infrastructure can be challenging
and time-consuming, particularly when done remotely or with limited staff.

FortiSwitch switching architecture can be securely deployed and managed in minutes through
zero-touch deployment. Whether FortiSwitch is depioyed in standalone mode or FortiLink
mode, its easy-to-use intuitive workflows and unified views let you provision, manage, and
optimize your small business or remote branches at scale.

Whether cloud or on-premises, centralized management delivers a unified view of the
LAN, security, and in the case of SD-Branch: SD-WAN and 5G wireless gateways. This
feature provides a consistent user experience for optimal operational efficiency, simplifying
management, optimization, and troubleshooting. The result is a shorter mean time to repair
both network and security issues.

FortiLink Standalone

FortiOS FortiLAN Cloud

Scalable and Flexible for Branches or Small Business

FortiSwitch access architecture scales to meet the need of today’s small business and remote
branches without sacrificing security. Supporting up to 48 ports in a compact 1 RU form factor,
FortiSwitch can deliver the performance and scale you require.

Eliminate Bottlenecks

With wire speed 1GE access ports and dedicated uplinks capable of speeds up 10GE, the
FortiSwitch Access Series provides the performance and speed needed for next generation
SD-Branch applications.

Next-Generation Power Over Ethernet Support

With PoE+ support in all models, FortiSwitch delivers and manages po
cameras, sensors, and wireless access points.
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Product Offerings

Model Numbers

100E Series: FS-124E, FS-124E-POE, FS-124E-FPOE, FS-148E, FS-148E-POE
100F Series: FS-108F, FS-108F-POE, FS-108F-FPOE, FS-124F, FS-124F-POE, FS-124F-FPOE, FS-148F, FS-148F-POE, FS-148F-FPOE

200 Series: FS-224D-FPOE, FS-224E, FS-224E-POE, FS-248D, FS-248E-POE, FS-248E-FPOE

Features

Refer to the FortiSwitch Feature Matrix for details about the features supported by each FortiSwitch model.

FORTISWITCH FORTILINK MODE (WITH FORTIGATE)

Management and Configuration
Auto Discovery of Multiple Switches
8 to 300 Managed Switches depending on FortiGate model
FortiLink Stacking {(Auto Inter—SrwiichrLinks)

-l;orliLiﬁk Secﬁr.e Fabr_ic ) -
Software Upgrade of Switches
Centralized VLAN Configuration
Switch POE Control

Link Aggregation Configuration
Spanning Tree -
LLDP/MED

IGMP Snooping

L3 Routing and Services (FortiGate)
Policy-Based Routing (FortiGate)

Virtual Domain {FortiGate)

.Autor.r;ated Aetection and recommendations
Dynamic P;)rl Profiies- fc;rrF;;tiSwitcB barts‘
Provision firmware upon authorization
Héalth Mo;ito-ring I

High Availability
Support Fortilink FortiGate in HA Cluster

LAG support for FortiLink Connection

Active-Active Split LAG from FortiGate to FortiSwitches for Advanced Redundancy

Port Statistics

FORTISWITCH FORTILINK MODE (WITH FORTIGATE)

Security and Visibility

802.1X Authentication (Port-based, MAC-based, MAB)
Syslog Collection

DHCP Snooping

Devic_e I.Jétﬁn_

MAC Black/While Listing (FortiGate)

Policy éornlrol of Users Vand bevices (FortiGate)

Block Intra-VLAN Traffic

Network Device Detection

Host Quarantine on Switch Port

Integraled FortiGate Network Access Control {NAC} function

FortiGuard loT identification

FortiSwitch recommendations in Security Rating
Switch Controller traffic collector

Clients Monitoring

UTM Features

Firewall (FortiGate)

IPC, AV, Application Control, Botnet (FortiGate)
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Features

Refer to the FortiSwitch Feature Matrix for details about the features supported by each FortiSwitch model.

Layer 2

Jumbo Frames

Auto-negotiation for Ports_peéd and Dugléx
Ml_)I/MDIX IAuto-—-c.rossover o

IEEE 802.1D MAC Bridging/STP

|EEE 802.1w Rapid Spanning Tree Protocol (RSTP)
|EEE 802.1s Multiple Spanning Tree Protocol (MSTP}
STP Root Guard

STP BPDU Guard

Edge Port / Port Fast

|EEE 802.1Q VLAN Tagging

Private VLAN

IEEE 802.3ad Link Aggregation with LACP

Unicast/Multicast traffic balance over trunking port
(dst-ip, dst-mac, src-dst-ip, sre-dst-mac, src-ip, src-mac)

IEEE 802.1AX Link Aggregation
Spanning Tree Instances (MSTP/CST)

IEEE 802.3x Flow Control and Back-pressure
IEEE 802.3 10Base-T .
IEEE 802.3u 100Base-TX

IEEE 802.3z 1000Ease—SX/LX
|IEEE 802.3ab 1000Base-T

I_EEE 81%5(& 10 Gigabit E-ther;ét
|IEEE 802.3az Energy Efficient Ethernet

|IEEE 802.3bz Muiti Gigabit Ethernet

IEEE 802.3 CSMA/CD Access Method and Physical Layer Specifications

Storm Control

MAC, IP, Ethe;t;/p-e_—b;s;d VLANs
Virtual-Wire

Splil Port (QSFP+ breakout to 4x10G SFP+ or 4x1G SFP)

Time-Domain Reflectcometry {TDR) Support

LAG min/max bundle

Rapid PVST interoperation

Ingress Pause Metering

Loop Guard

Per-port storm control

Priority-based Flow Control (802.1Qbb)
IEEE 802.72d QInQ -
VLAN Mapping

IEEE 802.3ba, 802,3bj, and 802.3bm 40 and 100 Gigabit Ethernet

Auto topology
Dynamic‘ally shared Vparci<et buffersr
Services

IGMP proxy / guerier

MLD Snooping

MLD proxy / querier

IGMP Snooping

Layer 3
Static Routing {Hardware-based)
Dynamic Routing Protocols: OSPFv2, RIPv2, VRRP, BGP, ISIS *
Multicast Protocols: PIM-SSM * .
ECMP
Bidire;:tional Forwarding De;ectib.n_(BF_D) N
DHCP Relay
IP conflict detection and notificatioﬁ
DHCP server
Unicast Reverse Path ForV\‘/arding - URPF
IévG_route_fiEe-rirE o D
Filtering routermaps based on routing protocol
Security and Visibility
Port Mirroring
Admin Authentication Vié RFC 2865 RADIUS
IEEE 802,15( Aﬁlhenlication Port-based
IEEE 802.1X Authentication MAC-based
IEEE 802.1X Guest and Fallback VLAN
IééE B_E-JEXMCess Bypa-sé tMABT .
|IEEE 802.1X Dynamic VLAN Assignment
Radius CoA (Change of Authority)
Ediu;:co_unling -
MAC-IP Binding
sFlow
_/;CL
IEEE 802.1ab Link Layer Discovery Protocol (LLDP)
|EEE 802.1ab LLDP-MED
|EEE 802.1ae MAC Security (MAC Sec)
DHCP-Snooping
Dyna;c_;Rmspe_ctioﬁ
Slicky MAC and MAC Limit
|IEEE 802.1X open auth
IEEE 802.1X.EAP pass-through
Flow Export {NetFlow and IPFIX)
ACL Multistage
.AC_L I‘Jlataale Ingress
ACL Schedule
IP source guard
IPv6 RA Guard .
LLDP-MED ELIN support
Per-port and per-VLAN MAC Eaa.r.ni;g Ii;n_it
Assign VLANSs via Radius attributes (RFC 4675)
Wake on LAN o 7 N

*Requires ‘Advanced Features’ License,
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Features

Refer to the FortiSwitch Feature Matrix for details about the features supported by each FortiSwitch model.

; FORTISWITCH

High Availability
Multi-Chassis Link Aggregation (MCLAG)
Quality of Service
|EEE 802.1p Based Priority Queuing
IP TOS/DSCP Based Priority Queuing
. IE-EE 1.5_88_PTFTTra_nsparent (;Io;) N

Explicit Congestion Notification
Egress priority tagging

Percentage Rate Control

Management

IPv4 and IPv8 Management
Telnet / SSH

HTTP /HTTPS

SNMP v1/v2¢/v3

SNTP

Standard CLI and Web GUI Interface
Software download/upload: TFTP/FTP/GUI

Managed from FortiGate

Dual Firmware Support
RMON Group 1

Packet Capture

%, RSPAN,_and E_RSPA-N_
Link Monitor

POE Control Modes

System Temperature and Alerl
Syslog UDP/TCP

_P_ro_vide warning if L2 tabl@e-ttin_g full
Digplay Averaéé Béndv;/idth and Allow Sorting on Physical Port / Interface Traffic
System alias command

SNMP v3 traps

Automation Stitches
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Specifications

Hardware Specifications
Total Network Interfaces
Dedicated Management 10/100 Port
RJ-;15 Se-rial.(;ohsoI;o-r? a
Form Factor

Power -over Ethernet (PoE)I Ports
PoE ;ower. Budget -
Mean Time Between Failures
System Specifications
Switching Capacity (Duplex)
Packets Per Second (Duplex)
MAC Address Stor_age

Network Latency

VLANSs Supported

Link Aggregation Group Size
Total Link Aggregation Groups
Packet Buffers

Memory

Flash

ACL

Spanning Tree Instances
Dimensions

Height x Depth x Width (inches)
Height x Depth x Width (mm)
Weight

Environment

Power Required

Power Supply

Redundant Power

Power Consumption* (Average / Maximumy)
Heat D_iss;ation -
Operating Temperature

Storage Temperature

Humidity

Air-Flow Direction

Noise Level

Certification and Compliance

Warranty
Fortinet Warranty

FORTISWITCH 124F

24x GE RJ45 and 4% 10GE SFP+

0
1_
1 RU Rack Mount
o —0 ===

0

> 10 years

128 Gbps
190 Mpps
2K
<1us
4K
8
16
2 MB
512 MB_DDR_.?»___
64 MB
768
16

1.73 x 9.06 x 12.99
44 x 230 x 330
4.48 lbs (2.03 kg)

100-240V AC, 50-60 Hz
AC built in
[\E ————
248 W /263 W

89.683 BTU/h
32°F to 113°F {0°C to 45°C)

-4°F 1o 158°F (-20°C to 70°C)

10% to 90% non-condensing
side-to-back

Fanless

FORTISWITCH 124F-POE

24% GE R4S and 4x 10GE SFP+
0
1
1 RU Rack Mount
12(802.3affay
T esw

> 10 years

128 Gbps
190 Mpps
32K

< 1us
4K
8
16
2 MB
512 MB DDR3_ o
64 MB
768
16

1.73 x10.24 x 17.32
44 x 260 x 440
7.85 Ibs (3.56 kg)

100-240V AC, 50-60 Hz
AC built in
No -
2359W/237.4W
102.982 BTUR
32°F to 113°F (0°C to 45°C)
-4°F to 158°F (-20°C to 70°C)

10% to 90% non-condensing
side-to-back
46.3 dBA

FCC, CE, RCM, VCCI, BSMI, UL, CB, RoHS2

Limited lifetime** warranty on all models

FDR'I;ESWITCH 124F-FPOE

24x GE RJ45 and 4x 10GE SFP+

o}
1
1 RU Rack Mount
) 24 (802.3af/at)__
. 370 W_ o

> 10 years

128 Gbps
190 Mpps
- 32_K )
< 1ps
4K
8
16
2 MB
512 MB DDR3
64 MB
768
16

1.73 x 10.24 x 17.32
44 x 260 x 440
8.42 Ibs {3.82 kg}

100240V AC, 50-60 Hz

AC built in
B No
4498 W /4513 W
118.327 BTU_/h -

32°F to 113°F (0°C to 45°C)
-4°F to 158°F (-20°C to 70°C)

10% to 90% non-condensing

side-to-back
458 dBA

* POE models power consumption is similar to non-POE model if POE is not in use

** Fortinet Warranty Policy: http://www.fortinet.com/doc/legal/EULA.pdf

————r s ——

FortiSwitch 124F-POE

=

FortiSwitch 124F
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FortiGate FortiWiFi 60F Series

FG-60F, FG-61F, FWF-60F, and FWF-61F

0
1
I

F:ERTINET.

FortiGate 60F

D
DMZ  WANT WAN2
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Highlights Converged Next-Generation Firewall (NGFW) and SD-WAN
(CE T TR (I The FortiGate Next-Generation Firewall 60F series is ideal for
Leader for both Network

Firewalls and SD-WAN. building security-driven networks at distributed enterprise

N e sites and transforming WAN architecture at any scale.

Networking with FortiOS
delivers converged

networking and security. With a rich set of Al/ML-based FortiGuard security services and our integrated Security Fabric

platform, the FortiGate FortiWiFi 60F series delivers coordinated, automated, end-to-end

Unparalieled Performance .
threat protection across all use cases.

with Fortinet’s patented
SoC processors. FortiGate has the industry’s first integrated SD-WAN and zero-trust network access (ZTNA)

Enterprise Security

with consolidated Al /
ML-powered FortiGuard consistency with a seamiess and optimized user experience.

Services.

Simplified Operations

with centralized IPS NGFW Threat Protection Interfaces
management for
networking and security, 1.4 Gbps 1 Gbps 700 Mbps Multiple GE RJ45 | Vas :

automation, deep analytics, storage | WiFi variants

and self-healing.
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Available in

Appliance
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Virtual

Hosted

D

Cloud

Container

FortiOS Everywhere

FortiOS, Fortinet’s Advanced Operating System

FortiOS enables the convergence of high performing networking and security across the
Fortinet Security Fabric. Because it can be deployed anywhere, it delivers consistent and
context-aware security posture across network, endpoint, and multi-cloud environments.

FortiOS powers all FortiGate deployments whether a physical or virtual device, as a
container, or as a cloud service. This universal deployment model enables the consolidation
of many technologies and use cases into organically built best-of-breed capabilities, unified
operating system, and ultra-scalability. The solution allows organizations to protect all edges,
simplify operations, and run their business without compromising performance or protection.

FortiOS dramatically expands the Fortinet Security Fabric's ability to deliver advanced Al/ML-
powered services, inline advanced sandbox detection, integrated ZTNA enforcement, and
more. It provides protection across hybrid deployment models for hardware, software, and
Software-as-a-Service with SASE.

FortiOS expands visibility and control, ensures the consistent deployment and enforcement
of a simplified, single policy and management framework. Its security policies enable
centralized management across large-scale networks with the following key attributes:

« Interactive drill-down and topology viewers that display real-time status
» On-click remediation that provides accurate and quick protection against threats and abuses

» Unique threat score system correlates weighted threats with users to prioritize investigations

Intuitive easy to use view into the network and Visibility with FOS Application Signatures
endpoint vulnerabilities

FortiConverter Service

FortiConverter Service provides hassle-free migration to help organizations transition from a
wide range of legacy firewalls to FortiGate Next-Generation Firewalls qui Zg1e i
The service eliminates errors and redundancy by employing best practigh
methodologies and automated processes. Organizations can accelerate
with the latest FortiOS technology.
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FortiGuard Services

Network and File Security

Services provide protection against network-based and file-based threats. This consists of
Intrusion Prevention (IPS) which uses Al/M models to perform deep packet/SSL inspection

to detect and stop malicious content, and apply virtual patching when a new vulnerability is
discovered. It also includes Anti-Malware for defense against known and unknown file-based
threats. Anti-malware services span both antivirus and file sandboxing to provide multi-
layered protection and are enhanced in real-time with threat intelligence from FortiGuard Labs.
Application Control enhances security compliance and offers real-time application visibility.

Web / DNS Security

Services provide protection against web-based threats including DNS-based threats, malicious
URLs (including even in emails), and botnet/command and control communications. DNS
filtering provides full visibility into DNS traffic while blocking high-risk domains, and protects
against DNS tunneling, DNS infiltration, C2 server ID and Domain Generation Algorithms (DGA).
URL filtering leverages a database of 300M+ URLs to identify and block links to malicious sites
and payloads. IP Reputation and anti-botnet services prevent botnet communications, and
block DDoS attacks from known sources.

Saa$ and Data Security

Services address humerous security use cases across application usage as well as overall
data security. This consists of Data Leak Prevention (DLP) which ensures data visibility,
management and protection (including blocking exfiltration) across networks, clouds, and
users, while simplifying compliance and privacy implementations. Separately, our Inline Cloud
Access Security Broker {CASB) service protects data in motion, at rest, and in the cloud.

The service enforces major compliance standards and manages account, user and cloud
application usage. Services also include capabilities designed to continually assess your
infrastructure, validate that configurations are working effectively and secure, and generate
awareness of risks and vulnerabilities that could impact business operations. This includes
coverage across loT devices for both loT detection and IoT vulnerability correlation.

Zero-Day Threat Prevention

Zero-day threat prevention entails Fortinet’s Al-based inline malware prevention, our most
advanced sandbox service, to analyze and block unknown files in real-time, offering sub-

efforts and reducing security overhead.

OT Security %
7, ; f
The service provides OT detection, OT vulnerability correlation, virtual'p é&@? OT signgtures,

and industry-specific protocol decoders for overall robust defense of OT éﬁ'\'k‘rror;?n\entjs aRd
devices.
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Secure Any Edge at Any Scale

Powered by Security Processing Unit (SPU)

Traditional firewalls cannot protect against today’s content- and connection-based threats
because they rely on off-the-shelf hardware and general-purpose CPUs, causing a dangerous
performance gap. Fortinet’s custom SPU processors deliver the power you need—up to
520Gbps—to detect emerging threats and block malicious content while ensuring your network
security solution does not become a performance bottleneck.

ASIC Advantage

Secure SD-WAN ASIC SOC4

« Combines a RISC-based CPU with Fortinet’s proprietary Security Processing Unit (SPU)
content and network processors for unmatched performance

» Delivers industry’s fastest application identification and steering for efficient business
operations

» Accelerates IPsec VPN performance for best user experience on direct internet access
 Enables best of breed NGFW Security and Deep SSL Inspection with high performance

 Extends security to access layer to enable SD-Branch transformation with accelerated and
integrated switch and access point connectivity

Centralized Network and Security
Management at Scale

FortiManager, the centralized management
solution from Fortinet, enables integrated
management of the Fortinet security fabric,
including devices like FortiGate, FortiSwitch,

Intuitive view and clear insights into network
security posture with FortiManager
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Use Cases

Next Generation Firewall (NGFW)

« FortiGuard Labs’ suite of Al-powered Security Services—natively integrated with your
NGFW—secures web, content, and devices and protects networks from ransomware and
sophisticated cyberattacks

* Real-time SSL inspection {including TLS 1.3) provides full visibility into users, devices, and
applications across the attack surface

* Fortinet’s patented SPU (Security Processing Unit) technology provides industry-leading
high-performance protection

Secure SD-WAN

* FortiGate WAN Edge powered by one OS and unified security and management framework
and systems transforms and secures WANs

* Delivers superior quality of experience and effective security posture for work-from-any
where models, SD-Branch, and cloud-first WAN use cases

» Achieve operational efficiencies at any scale through automation, deep analytics, and
self-healing

Universal ZTNA

* Control access to applications no matter where the user is and no matter where the
application is hosted for universal application of access policies

« Provide extensive authentications, checks, and enforce policy prior to granting application
access - every time

» Agent-based access with FortiClient or agentless access via proxy portal for guest or BYOD

ENTERPRISE
BRANCH
Conlrallleng:;ndom.; %
Overlay = cm |
FortiAnalyzer d b
st s ) O
Manngamant —_ ITMA  Users
Fortiswitch X "I FortiGate
Secure m : = i gecure SD-WAN
@ i g
Fortia® ((@)) N P
e g — &
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Hardware

FortiGate FortiWiFi 60F/61F
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9 Interfaces

1 x USB Port

1

2. 1 x Console Port

3. 2 x GE RJ45 WAN Ports
| 4, 1x GE RJ45 DMZ Port

5

6

ol DCH+2v  USB CONSOLE WAN2 WAN1 oMz B——A 5 4 3 2 1

. 2 x GE RJ45 FortiLink Ports
. 5 x GE RJ45 Internal Ports

|
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Hardware Features
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Compact and Reliable Form Factor

Designed for small environments, you can place it on a desktop or wall-mount it. It is small,
lightweight, yet highly reliable with a superior MTBF (Mean Time Between Failure), minimizing
the chance of a network disruption.

Access Layer Security

FortiLink protocol enables you to converge security and the network access by integrating
the FortiSwitch into the FortiGate as a logical extension of the NGFW. These FortiLink enabled
ports can be reconfigured as regular ports as needed.




FortiGate FortiWiFi 6OF Series

Data Sheet

Specifications

Hardware Specifications
GE RJ45 WAN / DMZ Ports
GE RJ45 Internal Ports

GE RJ45 FortiLink Ports (Default}
Wireless Interface

USB Ports
Console (RJ45)

Internal Storage

System Performance — Enterprise Traffic Mix
IPS Throughput 2
NGFW Throughput 24

Threat Protection Throughput 2%

System Performance

Firewall Throughput (1518 / 512 / 64 byte UDP packets)

Firewall Latency (64 t-:-yte U-DP packe_ts)

Firewall Throtllghpul (Pack-e;Per_Sec_ond)

Concurrent Sessions (TCP)
- N.ew Sessions/Second (E) S
Firewall Policies
IPsec VPN Throughput (512 byte}
Gateway-to-Gateway IPsec Vi?N_'runne_ls
Client-to-Gateway IPsec VPN Tunnels
SSL-VPN Throughput

Concurrent SSL-VPN Users
(Recommended Maximum, Tunnel Mode}

SSL Inspection Throughput {IPS, avg. HTTPS}) 3

SSL Inspection CPS (IPS, avg. HTTPS) ?

SSL Inspection Concurrent Session (IPS, avg. HTTPS) 3
-I-\mc_a{ion Control Throughput (HTTP 64K) 2
CAPWAP Throughput (HTTP 64K)

Virtual Domains (Default / Maximum})

Maximum Number of FortiSwitches Supported

Maximum Number of FortiAPs (Total / Tunnel Mode)

Maximum Number of FortiTokens
High Availability Configurations
Dimensions

Height x Width x Length {inches)
Height x Width x Length {(mm)
Weight

Form ;_a.ctor

Radio Specifications

Multiple User (MU) MIMO
Maximum Wi_-FEp_e_eds_ o
Maximum Tx Power

Antenna Gain

FORTIGATE 60F FORTIGATE 61F
2/1 2/1
S 5
2 2

FORTIWIFI 60F

2/1

5
2

FORTIWIFI 61F

2/1
5
2

Single Radio (2.4GHz/5GHz),  Single Radio (2.4GHz/5GHz),

1 1
1 1
= 1x128 GBSSD

1.4 Gbps

802.11 a/b/g/nfac-W2

1
1

1Gbps

700 Mbps

33ps
9 Mpps
700 000
- 35000
5000
6.5 Gbps
© 200
500
900 Mbps
200

630 Mbps
400
55 000
 18Gbps
8 Gbps
10/10
24
64/32

10/10/6 Gbps

500

Active-Active, Active-Passive, Clustering

15%x85x%x63

38.5 x 216 x 160 mm
2.23 Ibs (1.01 kg)

Desktop

Note: All performance values are "up to” and vary depending on system configuration.

! IPsec VPN performance test uses AES256-SHA256.

2 |PS (Enterprise Mix), Application Control, NGFW and Threat Protection are measured

with Logging enabled.

4 NGFW performance is measured with Firewall, IPS and App

Malware Protection enabled.

3 SSL Inspection performance values use an average of HTTPS sessions of different

cipher suites.

5 Threat Protection performance is measured with Firewall, IPS,

802.11 a/b/g/n/ac-W2
1
1

1x128 GB SSD
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FortiGate FortiWiFi GOF Series Data Sheet

Specifications

FORTIGATE 60F FORTIGATE 61F FORTIWIEI 60F FORTIWIFI 61F
Operating Environment and Certifications
12vdc, 3A
Powered by External DC Power Adapter, 100-240V AC, 50/60 Hz
- 100Va_C/1.0A, 240Vac/0.6A T i

Power Rating

Power Required

Maximum Current
Power Consumption {Average / Maximum) 1017 W /12,43 W 17.2W /187 W 172 W [ 187 W 175W/19.0 W
42.4 BTU/hr 42.4 BTU/hr 63.8 BTU/hr 64.8 BTU/hr

Heat Dissipation
Operating Temperature 32°F to 104°F (0°C to 40°C)

-31°F to 158°F (-35°C to 70°C)
10% to 90% non-condensing
Fanless O déA
Up to 7400 ft (2250 m)
FCC, ICES,EE: RC_I\;, VCCI, BSMI, UL/CJL, cB
USGv6/IPvE

Storage Temperature
Humidity
Noise Level

Operating Altitude

Compliance

Certifications




FortiGate FortiWiFi 60F Series

Data Sheet

Subscriptions

Service Category

FortiGuard Security
Services

SD-WAN and SASE
Services

NOC and SOC
Services

Hardware and
Software Support

Base Services

FortiCare Elite

Service Offering
iPS Serv:ce

Anti-Malware Protection (AMP) — Antivirus, Mobile Malware Botnet,
CDR, Virus Outhbreak Protection and FortiSandbox Cloud Service

URL, DNS & Video Filtering Service
Anti-Spam

Al-based inline Malware Prevention Service
Data Loss Prevention Service '

OT Security Service (OT Detection, OT Vulnerability correlation, Virtual
Palqhing, oT Signature / Protocol Decoders) i

Application Control

CASB SaaS$ Control

SD-WAN Underlay Bandwidth and Quality Monitoring Service

SD ‘WAN Overlay-as-a-Service for SaaS- based overlay network
provisioning

SD-WAN Connector for FortiSASE Secure Private Access

FortiSASE subscription including cloud management and 10Mbps
bandwidth license N

FortiGuard Attack Surface Security Service (loT Detection, loT
Vulnerability Correlation, and Security Rating Updates) '

FortiConverter Service

Managed FortiGate Service

Fprtiéate Cloud (SMB Logging + Cloud Management)
. FortiManager Cloud

FortiAnalyzer Cloud

FortiAnalyzer Cloud with SOCaa$S

FortiGuard SOCaa$

FortiCare Essentials 2

FortiCare Premium

Internet Service (Saas) DB Updates
GeolP DB Updates

Device/OS Detection Signatures
Trusted Certificate DB Updates
DDNS (v4/v6) Service

1, Full features available when-running FortiOS 7.4.1

2. Desklop Models only

FortiGuard Bundles

FortiGuard Labs delivers a number of security intelligence services to augment the FortiGate firewatt-platform.
You can easily optimize the protection capabilities of your FortiGate with one of these FortiGi

FortiCare Services

team This advanced support optlon includes an Extended End-of-Engineering-Support df ‘I8
flexibility. Access the intuitive FortiCare Elite Portal for a unified view of device and securil
operaticnal efficiency and maximizing Fortinet deployment performance.

Unified Threat
Protection

Advanced Threat
Protection

Enterprise

A-la-carte Protection

. . - .

included with FortiCare Subscription

included with FortiCare Subsctription

included with FortiCare Subscription
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FortiGate FortiWiFi GOF Series Data Sheet

Ordering Information

Product SKU Description

FortiGate 60F FG-60F 10x GE RJ45 ports (including 7x Internal ports, 2x WAN ports, 1x DMZ port}

FortiGate 61F .FG-61F . 10x GE RJ45 ports {including 7x Internal ports, 2x WAN ports, 1x DMZ port}, 128 GB SSD onboard storage

FortiWiFi 60F FWF 60F-[RC] 10>< GE RJ45 ports (lncludlng 7% Internal Ports 2% WAN Ports, 1x DMZ Port), Wireless (802.11 a/b/g/n/ac—Wz)

FoﬁiVTIi-f:i 61; FWF- g1F_ [EC] 10x GE RJ45 ports (including 7x Internal Ports, 2x WAN Ports, 1x DMZ Port), _\/_\/Tde_ss_(ea1 a/b/g/n/ac-W2), 128GB SSD onboard slorage -

Optional Accessories

Rack mount tray for all FortiGate E series and F series desktop models are backwards compatible with SP-RackTray-01. For list of compatible

RackiMountyTiray SPERACKIIRAY:02 FortiGate products, visit our Documentation website, docs.fortinet.com

AC Power Adaptor SP-FG60E-PDC-5 Pack of 5 AC power adaptors for FG/FWF 60E/61E, 60F/61F, and 80E/81E
Wall Mount Kit SP-FGB0F-MOUNT-20 Pack of 20 wall mount kits for FG/FWF-60F and FG/FWF-80F series

[RC] = regnonal code: A, B, D, E,FI,J,N,P,S,V, andY

) o
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Fortinet CSR Policy

Fortinet is committed to driving progress and sustainability for all through cybersecurity, with respect for human rights and
ethical business practices, making possible a digital world you can always trust. You represent and warrant to Fortinet that you
will not use Fortinet’s products and services to engage in, or support in any way, violations or abuses of human rights, including
those involving illegal censorship, surveillance, detention, or excessive use of force. Users of Fortinet products are required

to comply with the Fortinet EULA and report any suspected violations of the EULA via the procedures outlined in the Fortinet
Whistleblower Policy.
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